Transport Layer: TCP/UDP

Chapter 24, 16

Transport Layer

* Purpose of transport layer services:
— multiplexing/demultiplexing
— reliable data transfer
— flow control
— congestion control
» Connection-less transport: UDP
 Connection-oriented transport: TCP
— reliable transfer
— flow control
— connection management




Transport services and protocols

provide logical
communication between
application processes
running on different hosts
transport protocolsrunin
end systems via software
transport vs network layer
services:
network layer: data transfer
between end systems > @
e @
transport layer: data transfer & &
between processes

— relies on, enhances, network
layer services
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Internet transport services:

Transport-layer protocols
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reliable, in-order unicast
delivery (TCP)

— congestion

— flow control

— connection setup
unreliable (“ best-effort”),
unordered unicast or
multicast delivery: UDP .
services not available: pe ‘B
— red-time

— bandwidth guarantees

— reliable multicast
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Multiplexing/demultiplexing

Recall: segment - unit of data
exchanged between

transport layer entities

— aka TPDU: transport
protocol data unit or

Demultiplexing: delivering
received segments to
correct app layer processes

‘ paCket” receiver
I P3 P4
application-layer
data —
se t P1 amallé — p2
gmen Transport
header v
dpmeation apglication
segment [ m_|[ tkansport transport
[Hisegment]] detwork ngtwork
Multiplexing/demultiplexing

gathering data from multiple
app processes, enveloping
data with header (later used

for demultiplexing)

multiplexing/demultiplexing:
based on sender, receiver port
numbers, |P addresses
— source, dest port #sin each
segment
— recall: well-known port numbers
for specific applications

«— 32bits ——»

source port #| dest port #

other header fields

application
data
(message)

TCP/UDP segment format




Multiplexing/demultiplexing: examples

source port: x

dest. port: 23

server B

Web client

=)
fource por“r:Es —

dest. port: x

port use: simple telnet app

Source IP: C

Source EP: C

Dest IP: B

Dest IP: B

source port:y

source port: x

dest. port: 80

dest. port: 80

Web client
host A

Source 1P: A
Dest IP: B o~ Web
source port: x g n server B

dest. port: 80

port use: Web server

UDP: User Datagram Protocol [RFC 768]

e “nofrills” “bare bones’
Internet transport protocol
» “best effort” service, UDP
segments may be:
— lost
— delivered out of order to
app
e connectionless:
— no handshaking between
UDP sender, receiver

— each UDP segment handled
independently of others

Why isthereaUDP?

* no connection establishment
(which can add delay)

» simple: no connection state
at sender, receiver

» small segment header

* no congestion control: UDP

can blast away asfast as
desired




UDP: more

* often used for streaming
multimedia apps

— Controversial: no
congestion control
e other UDP uses
(why?):
— DNS
— SNMP

* reliable transfer over
UDP: add reliability at
application layer

— application-specific
error recover!

Length, in

bytes of UDP [~ length

segment,
including
header

«—— 32 bits —»

source port #| dest port #

checksum

Application
data
(message)

UDP segment format

UDP checksum

Goal: detect “errors’ (e.qg., flipped bits) in transmitted

segment

Sender:

* treat segment contents as
sequence of 16-bit integers
checksum: addition (1's
complement sum) of
segment contents

sender puts checksum value
into UDP checksum field

Receiver:

» compute checksum of received
segment

» check if computed checksum
equals checksum field value:

— NO - error detected

— YES - no error detected.

¢ Tossdata OR
« Passto app with warning




Connection Oriented Transport

Protocol Mechanisms

* Properties of connection-oriented Transport
Protocols:
— Logical connection
— Establishment
— Maintenance termination
— Reliable
—eg. TCP

Connection-Oriented Transport
via Reliable Network Layer

» Transport Layer Serviceslike TCP are complicated — to
start, let’ sfirst assume we are working with areliable
network layer service

— e.g. reliable packet switched network using X.25

— e.g. frame relay using LA PF control protocol

— e.g. |[EEE 802.3 using connection oriented LL C service
— NOT IP! IPisunreliable

» Assume arbitrary length message

» Transport serviceis end to end protocol between two
systems on same network




Issues in a Simple Transprot

Protocol

* |f we have areliable network layer, then the
transport layer must consider:
— Addressing
— Multiplexing
— Flow Control
— Connection establishment and termination

Addressing

» Target user specified by:
— User identification
» Usually host, port
— Called a socket in TCP/UDP
* Port represents a particular transport service (TS), e.g. HTTPD
— Transport protocol identification
» Generaly only one per host
« If morethan one, then usually one of each type
— Specify transport protocol (TCP, UDP)
— Host address
 An attached network device
* Inaninternet, aglobal internet address (IP Address)
» A well-known address or lookup via name server




Multiplexing

Multiple users employ same transport protocol
User identified by port number or service access
point (SAP)

Described previously

Flow Control

Can be difficult than flow control at the datalink layer —
dataislikely traveling across many networks, not one
network. Some potential problems:
— Longer transmission delay between transport entities compared
with actual transmission time
» Delay in communication of flow control info
— Variable transmission delay
« Difficult to use timeouts
Flow may be controlled because:
— The receiving user cannot keep up
— The receiving transport entity cannot keep up

— If either happens, the results is a buffer that can get full and
eventually lose data




Model of Frame Transmisson

Diagram for Frame/Packet Transmission

Source Destination Source Destination
Frame | \ Frame 1 \
Frame 1 Frame 1
Frame 2 \ Frame 2 \5[
ame 2
Frame 3 \ Frame 2 ; Prame 3 \
Frame 4 \ Frame 3 % Frame 4 \ Frame 3
Frame 4 Garbled
frame
Frame 5 \ Frame 5 \
Frame 5 Frame 5

(@) Error-free transmission (b) Transmission with

losses and errors
WEe'll use this moddl to discuss flow control issues

Coping with Flow Control
Requirements (1)
» Do nothing

— Segments that overflow are discarded

— Sending transport entity will fail to get ACK and will
retransmit

* Thus further adding to incoming data and could exacerbate
the flow control problem

» Refuse further segments from network layer
— Clumsy

— Multiplexed connections are controlled on aggregate
flow




Coping with Flow Control
Requirements (2)
* One protocol: Stop-and-Wait
— Sender must wait for recipient to send ACK before

sending the next packet

» Not very efficient usage of the network, only one
outstanding message can bein transit at atime

— Workswell on reliable network
 Failureto receive ACK istaken as flow control indication

— Does not work well on unreliable network
* Cannot distinguish between lost segment and flow control

Coping with Flow Control

* Credit-Based Scheme

— Credit = How much data sender can transmit

* Sliding window idea, sender can send a number of frames up to the
window size

* Receiver sends single ACK that acknowledges all previous frames
» Window size varies based on credit available
 Receiver can control credit of the sender
— In acknowledgement, receiver could change the window size
— Advantages
* Better network usage, allows outstanding messages to be in transt
than Stop-And-Wait
» More effective on unreliable network
— Decouples flow control from ACK
* May ACK without granting credit and vice versa

— Each octet has sequence number

— Each transport segment has a sequence number,
acknowledgement number and window size in header

10



Sliding Window Enhancements

Receiver can acknowledge frames without permitting
further transmission (Receive Not Ready)

Must send anormal acknowledge to resume

If full duplex two-way communications, we need two
windows: one for transmit and one for receive

— Piggybacking — if sending data and acknowledgement frame,
combine together

More efficient than stop-and-wait since many frames may
bein the pipeline

Example Sliding Window
Fixed Window Size
Source System A Destination System B
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Use of Header Fields

* For credit-based window size
— When sending, Sequence Number is that of first octet
In segment
— ACK includes AN=i (Acknowledgement Number),
W=j (Window Size)
— All octets through SN=i-1 acknowledged
* Next expected octet isi
— Permission to send additional window of W=j octets
* i.e. octets through i+j-1

Credit Allocation Example

Transport Entity A A, B |n|t|a“y “ SynChed” Transport Entity B

... 1000|1001 2400] 2401, T (T 2400[2401....

e W
1 is prepared to receive 1400 octets,
beginning with 1001

A may send 1400 octets

| —
_..1n00]1001 J1601 |2
|—————]
M. P " I [T 26011
A shrinks its transmit window with each Il ]
transmission

B acknowledges 3 segments (600 octets), but is only
prepared o receive 200 additional octets beyond the

1000 1001 oot o original budget (i.e., B will accept octets 1601
JTITT) [ [2 L. .. o 2
I—— through 2600}
| 1
.. eo0f1e01 Jaoen [2601...
[ e — |

|  —
P P . T (T 2001 20011,
A adjusts its window with each credit I

... 1600 [ 1601 2600] 2601...
T

|
A exhavsts its credit ... 2600] 2601 $000[ 4001

I —
B acknowledges 5 segments (1000 octets) and

restores the original amount of credit

-..2600 | 2601 | 4.

A receives new credit

200 octets per segment
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Establishment and Termination

» Even with areliable network service, both ends
need to “set up” the connection:
— Allow each end to know the other existsand is
listening
— Negotiation of optional parameters

* Maximum Segment Size
e Maximum Window Size

— Triggers alocation of transport entity resources

» Buffer space allocated
* Entry in connection tables

Connection State Diagram —

Active Open
send SYN | CLOSED | Passive Open
Start State
Close Close
SYN SENT LISTEN
|_: SYN=Sync
FIN=Finish
Receive SYN
Receive SYN ¢ Send SYN
Ll ESTAB |!
Close Receive FIN
Send FIN Legend:
Event
A h Action
FIN WAIT | CLOSE WAIT
State
Close
Send FIN

13



Connection Establishment

System A System B System A System B
State/(Command) State/{ Command) State/(Command) State/(Command)
CLOSED CLOSED CLOSED CLOSED

(Passive Open " -
Llﬂ'rli\: N (Active Open) (Active Open) ) (Active Open)
STE ‘b\/ SYN SENT SYN SENT -s‘;:v B SYN SENT
ESTAB
S¥n ESTAB ESTAB
ESTAB
(a) Active/Passive Open (b) Active/Active Open

Setting up the connection

 What if a SYN received while not in the Listen
state?

— Regject with RST (Reset)

— Queue request until matching open issued

— Signa TS user to notify of pending request

14



Termination

» Connection can be terminated by sending FIN

o Graceful termination
— CLOSE_WAIT state and FIN_WAIT must accept
incoming data until FIN received

— Ensures both sides have received al outstanding data
and that both sides agree to connection termination
before actual termination

Unreliable Network Service

* Now let’slook at the more general case if we are building
our transport service on top of an unreliable network

layer

* Anunreliable network service makes the transport layer
much more complicated if we want to ensure reliability
» Examples of unreliable network services:
— Internet using 1P,
— Frame Relay using LAPF
— |EEE 802.3 using unacknowledged connectionless LLC
* Segments may get lost

* Segments may arrive out of order

15



Problems

Ordered Delivery
Retransmission strategy
Duplication detection
Flow control

Connection establishment
Connection termination
Crash recovery

Ordered Delivery

Segments may arrive out of order
Number segments sequentially
TCP numbers each octet sequentially

Segments are numbered by the first octet number in
the segment

TCP actualy numbers segments starting at a random
value!

— Minimizes possibility that a segment still in the network
from an earlier, terminated connection between the same
hosts is mistaken for avalid segment in alater connection
(who would also have to happen to use the same port
numbers)

16



Retransmission Strategy

* Need to re-transmit when

— Segment damaged in transit

— Segment failsto arrive
» Recelver must acknowledge successful receipt
* Use cumulative acknowledgement

» Time out waiting for ACK triggers
re-transmission

* How long to wait until re-transmitting?
— Too short: duplicate data
— Too long: Unnecessary delay delivering data

Timer Vaue

* Fixed timer

— Based on understanding of network behavior

— Can not adapt to changing network conditions

— Too small leads to unnecessary re-transmissions

— Too large and response to lost segmentsiis slow

— Should be abit longer than Round Trip Time (RTT)
» Adaptive scheme

— E.g. set timer to average of previous ACKs

— Problems:
» Sender may not ACK immediately

» Cannot distinguish between ACK of original segment and re-
transmitted segment

 Conditions may change suddenly

17



Duplication Detection

If ACK lost, segment is re-transmitted
Receiver must recognize duplicates

Duplicate received prior to closing connection
— Receiver assumes ACK lost and ACKs duplicate
— Sender must not get confused with multiple ACKs

— Sequence number space large enough to not cycle within
maximum life of segment

Also possible to receive a duplicate after closing the
connection!

Transport Transport
Entity A Entity B
o
2
W
-
SN =204
SN = g0
A times out and i
retransmiis SN = 1 SV = 1
A times out and 5

V=291 ;\N’mﬂ

—

retransmits SN = 201

S¥=60py AN=O0

Illustrates need for the sequence Sveny \ an i
Nego \ ANz
number space to be larger than e
the maximum possible segment Dzt ez
lifetime 5= 120, o

SN = 0] AN 1401

Note: cycleback to SN=1 7%, _, AN=1

arrives
=201
anN=2

Obsolete SNV =1

18



Flow Control

Can use credit allocation described earlier

Generadly little harm if asingle ACK/Credit segment is
lost, will resynchronize the next time

Problem if B sends AN=i, W=0 closing window

Later, B sends AN=i, W=j to reopen, but thisis lost
Sender thinks window is closed, receiver thinksit is open
Solution: use window timer

If timer expires, send something to break the deadlock
— Could be re-transmission of previous segment

Connection Establishment

« Two way handshake
— A send SYN, B replieswith SYN

— Lost SYN handled by re-transmission
* Can lead to duplicate SYNs

— Ignore duplicate SY N's once connected

 Lost or delayed data segments can cause
connection problems

— Segment from old connections

19



Data

A B

TWO Way w’ A initiates a connection
H andmd(e_ ‘/}‘.‘L”’ B accepts and acknowledges

SV q

Ob I et A begins transmission

Segment %

New connection opened

SN = 401 Ohbsolete segment SN = 401 is aceepted;
\ valid segment SN = 401 is discarded as duplicate

A

A wants new
connection,
picks SN k

Two Way Handshake:
Obsolete SYN Segment

Obsolete SYN { arrives

B responds; A sends new SYN

Syn S\".‘“j .
>< ° expests )
B discards duplicate SYN
S o
sk
\ B rejects segment as out of sequence

20



Connection Establishment —

Three Way Handshake

 Solution: Explicitly acknowledge each other’s
SY N and sequence number
—UseSYNI
—Need ACK toincludei

 Called the Three Way Handshake

A ‘ B
SYN 4 A initiates a connection
I h r % Way YN AN =i B accepts and acknowledges
by

Nsiane,
- \ A acknowledges and begins transmission
ar] e. (a) Normal operation

Examples

GyNjANZE B accepts and acknowledges

BST, aw
N=;
\b A rejects B's connection

(h) Delayed SYN

Obsolete SYN arrives

A initiates a connection
Old SYN arrives at A; A rejects

B accepis and acknowledges

SN,
AN =,
\. A acknowledges and begins transmission

(c) Delayed SYN, ACK

21



Atti_vc Open or Active Unspecified Passive Open or
Open with Data Fully Specified Passive Open

Initialize SV; CLOSED Initialize SV
Send SYN
Close Close
r % ay Clear SY Clear SV

h 4 3
H dg’] al( - | SYN SENT Receive SY SYN RECEIVED HM| LISTEN
an e. — Send SYN, | Send SYN, -
ACK A ACK

| Receive ACK ™
of SYN

had

Receive SYN, ACK A
e Send ACK N
Receive FIN, ACK of SYN
. ESTAB Send ACK
Diagram :
A
Close  Receive FIN N
Send FIN Send ACK \
| 4
FIN WAIT = 7| cLosEwarr
Receive Receive FIN Close
ACK of FIN iv : Send ACK Send FIN
Send ACK
| FIN WAIT2 | | CLOSING | | LAST ACK |
Receive FIN, ACK Receive
eceive FIN Send ACK ACK of FIN
Send ACK
- Timeout,
| TIMEWAIT |_c2 MSL)_>| CLOSED |

SY = state vector
MSL = maximum segment lifetime

Connection Termination

Same problems we had with connection
establishment can also occur with connection
termination

— Lost or obsolete FIN segment

— Can lose last data segment if FIN arrives before last
data segment

Solution: associate sequence number with FIN

Receiver waits for all segments before FIN
sequence number

Must explicitly ACK FIN

22



Graceful Close

o Send FIN i and receive AN |
* Receive FIN j and send AN j
» Wait twice maximum expected segment lifetime

Crash Recovery

* If the transport service crashes and restarts, after restart
al stateinfo islost
» Connection is half open
— Sidethat did not crash till thinks it is connected
 Close connection using persistence timer
— Wait for ACK for (time out) * (number of retries)
— When expired, close connection and inform user
» Send RST i inresponse to any i segment arriving
» User must decide whether to reconnect
— Problems with lost or duplicate data

23



TCP:Overview recs: 793, 1122, 1323, 2018, 2581

* point-to-point: full duplex data:
— one sender, one receiver — bi-directiona dataflow in
same connection

* reliable, in-order byte — MSS: maximum segment
Stl’eam: Sze
— o “message boundaries’  connection-oriented:
* pipelined: — handshaking (exchange of
~ TCP congestion and flow eceiver Sa bofore data.
control set window size exchange

* send & receive buffers

flow controlled:

— sender will not overwhelm
application application r&a' ver

socket writes data reads data

TCP Properties

* stream orientation. stream of OCTETS (bytes) passed
between send/ recv
* byte stream isfull duplex

— think of it as two independent streams joined with a
piggybacking mechanism

— piggybacking - one data stream has control info for the other
data stream (going the other way)
* unstructured stream
— TCP doesn’t show packet boundaries to applications
— But you can still structure your message if you want

— Recall usage with sockets:
* Onewrite() cal to send data
* May require multiple read() cals

24



TCP segment structure

source port # | dest port # counting

URG: urgent data

AN
ACK: ACK #

sequence number

by bytes
of data

valid

—atknowledgement number

(not segments!)

PSH: push data now
(generally not used)—"

head] not
M RS

rcve window size |

W ptr urgent data

\# bytes
revr willing

RST, SYN, FIN:—|
connection estab

Op% (variable length)

to accept

(setup, teardown
commands)

Internet
checksum
(as in UDP)

application
data
(variable length)

TCP Fields

Source, Destination Port: 16 bits each
Sequence Number: 32 bits

— Sequence # of first data octet in the segment, initialized
randomly as described earlier

ACK Number: 32 bits

— Piggybacked ACK, contains sequence number of the next data
octet the receiver expects

Header Len: 4 bits

— Number of 32 bit words in the header

Not Used: 6 bits for future use

25



TCP Fields
* Flags—6 hits

— URG — Urgent Pointer field significant
— ACK —Ack field significant
PSH — Push (flush or “push” buffer now, send datato app)
— RST — Reset connection
— SYN — Synchronize sequence numbers
— FIN — No more data
e Window — 16 bits
— Flow control credit alocation
» Checksum — 16 bits
— On€'s complement sum asin UDP
» Urgent Pointer — 16 bits
— Last octet in aseg of “urgent” data. Sometimes not interpreted. Urgent

data should be processed now, even before any data sitting in the buffer
(e.g. send control-c to terminate)

* Options— Variable
— Support for timestamping, negotiating MSS

TCPseq. #sand ACKs

£ Host B @
— byte stream “ number”
of first bytein Segeas
segment’ s data ‘r)%es %
ACKs: host ACKs
— seq # of next byte < ‘r'elceip‘r of
expected from other (o83, gata = C, ech‘o?s
side e T2 AC . .back C
— cumulative ACK Note piggybacking!
Q: How does the receiver host /_\CTKs
handles out-of-order receip Sege
of echoed 9543, Ack-
segments? b 80
— A: TCP spec doesn't
say, - up to
implementer time
simple telnet scenario

26



@Hos‘r A Host B@

TCP: retransmission scenarios

Seq=.
T €q: 92, 8by(es data
§ ‘W §
£ X £P
l loss 8
Seg= S
%28 bytes datg 1
P\C\gcloo
time lost ACK scenario premature timeout,
cumulative ACKs
Sender must be smart enough to ignore duplicate ACK
TCP Flow Control
flow control receiver: explicitly
sender won't overrun informs sender of
receiver's buffers by (dynamically
transmitting too much, changing) amount of
too fast free buffer space
ftor+ size on TCP Reccive Buff - RevWindow field
RcvBuffer = size or ecelve gurrer .
in TCP segment
RcvWindow = amount of spare room in Buffer sender: keepS the amount
f— RoviWindow —4 of transmitted,
/////,// unACKed dataless
data from kb L_gwlein than most recently

received RevWindow

//’/ 7 ’///
i
#——— RevBuffer ————4|

receiver buffering
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TCP Round Trip Time and Timeout

Q: how to set TCP
timeout value?

* longer than RTT
— note: RTT will vary

* too short: premature
timeout
— unnecessary
retransmissions
* too long: slow reaction
to segment loss

Q: how to estimate RTT?

e SampleRTT: measured time
from segment transmission until
ACK receipt

— ignore retransmissions,
cumulatively ACKed
segments

e SampleRTT will vary, want
estimated RTT “smoother”

— use several recent

measurements, not just
current SampleRTT

TCP Round Trip Time and Timeout

EstimatedRTT = (1-x)*EstimatedRTT + x*SampleRTT

» Exponential weighted moving average
* influence of given sample decreases exponentially

fast

* typical value of x: 0.1

Setting the timeout

e EstimatedRTT plus"safety margin”
* largevariation in EstimatedRTT -> larger safety margin

Timeout = EstimatedRTT + 4*Deviation

28



TCP Connection Management

Three way handshake:

Step 1. client end system sends TCP SYN control segment

to server
— gpecifiesinitial seq #

Step 2: server end system receives SY N, replies with
SYNACK control segment

— ACKsrecelved SYN
— allocates buffers
— gpecifies server-> receiver initia seq. #

TCP Connection Management (cont.)

Closing a connection:

Step 1: client end system sends TCP @ client server [@)
FIN control segment to server

close
Step 2: server receives FIN, replies

with ACK. Closes connection,
sends FIN.

m
K
P close
Step 3: client receives FIN, replies with /
N}

ACK.

— Enters“timed wait” - will
respond with ACK to received
FINs

d wait

Step 4: server, receives ACK.
Connection closed. close

2 time

29



Principles of Congestion Control

Congestion:
 informally: “too many sources sending too much data too
fast for network to handle’

« different from flow control!
* manifestations:
— lost packets (buffer overflow at routers)
— long delays (queueing in router buffers)
* A top-10 problem!

Causes/costs of congestion: scenario 1

Host A

e two %nders, two === )\ ofiginal data s g
receivers Host B
* Onherouter, —
infinite buffers  —H O
* no retransmission it bt
C/2 — o : » large delayswhen
. S i congested
<<° © *  maximum
achievable
/2 C2 throughput
7\'in 7“in
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Causes/costs of congestion: scenario 2

 onerouter, finite buffers
* sender retransmission of lost packet

Host A

7—’7\,“,]: original data == \our
""Kinl = original +
Host B refrans.
=1 =
“offered load”
.
()
S
router with

finite buffers

Causes/costs of congestion: scenario 2

. if: ?»in: L., (goodput)

.. >
» retransmission only when loss: ““in " “out

“ C/QV
i C/3

ci2 5C
7\'\n = ;\"m )"‘:h
Q) ©)

9]
7"oui IS]

oLt

» Evenworse: retransmission of delayed (not lost) packet makes

larger " 'in than the previous case for the %\mexout
“costs’ of congestion:

» more work (retrans) for given “goodput”
* unneeded retransmissions: link carries multiple copies of pkt
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Causes/costs of congestion: scenario 3

» four .senders Q: what happens asxin
* multihop paths and M increase ?
* timeout/retransmit Host B "

Host A Hosts
.

IIIIIII(/\]
LTINS

Host D
e RT
' ) RQE

3“ rs  (

yaaNERRINN
U T —

N L | I

JLL LT

/LT
[T,
T~

Causes/costs of congestion: scenario 3

Host A Host B

Cl24 E E
3 i
c< o ;> A % Host C
/L\ %3 . o R2 E%

Ain

Another “cost” of congestion:
when packet dropped, any “upstream transmission capacity used ﬂor
that packet was wasted!

» Throughput goes to O as the heavy traffic approaches infinity

* Ineveryone' s best interest to “back off” on transmission
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Approaches towards congestion control

Two broad approaches towards congestion control:
End-end congestion control: Network-assisted congestion

« no explicit feedback from control:

network « routers provide feedback to
 congestion inferred from end- end systems

system observed loss, delay — single bit indicating
» approach taken by TCP congestion (SNA, DEChit,

TCP/IP ECN, ATM)

— explicit rate sender should
send at

TCP Congestion Control

» end-end control (no network assistance)
* transmission rate limited by congestion window size, congwin,
over segments:

send_base  nextsegnum already usable, not
ack’ed yet sent

T T e g
i

* W segments, each with MSS bytessent in one RTT:

w* MSS
RTT

throughput = Bytes/sec
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TCP congestion control:

» “probing” for usable
bandwidth:

— ideally: transmit asfast as
possible (Congwin as
large as possible) without
loss

— Reality:

— increase Congwin until
loss (congestion)

— loss: decrease Congwin,
then begin probing
(increasing) again

* two “phases’

— dow start
— congestion avoidance

important variables:

- Congwin

- threshold: defines
threshold between two
dow start phase,
congestion control phase

TCP Slowstart

iSlowstart algorithm—

initialize: Congwin = 1

for (each segment ACKed)
Congwin++

until (loss event OR

CongWin > threshold)

exponential increase (per RTT) in
window size (not so dow!)

loss event: timeout (Tahoe TCP)
and/or or three duplicate ACKs
(Reno TCP)

(What causes duplicate ACKs?)

@Hos‘r A Host B@

<«RTH




TCP Congestion Avoidance

-HCongestion avoidance —

[* slowstart is over */ 13
/* Congwin > threshold */
Until (loss event) {

every w segments ACKed:

Congestion window (in segments)

Congwin++ :
} :
threshold = Congwin/2 ;
COngW|n=1 “II\\\\I\I\\\II
perform S|OWStaI't1 01234535678 91011121314
Number of transmussions
TCP Fairness
AIMD
TCP congestion Fairness godl: if N TCP
avoidance: sessions share same
* AIMD: additive bottleneck link, each
ﬁﬁlrt?gﬁec’ative should get 1/N of link
decrease capacity
— increase window by TCP connection 1
1 per RTT 1,

— decrease window by
factor of 2 on loss
event bottleneck

router

connection 2 capacity €
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Why isTCP fair?

Two competing sessions.
» Additive increase gives slope of 1, as throughput increases

» multiplicative decrease decreases throughput proportionally
equal bandwidth share

loss: decrease window by factor of 2
congestion avoidance: additive increase

loss: decrease window by factor of 2
congestion avoidance: additive increase

Connection 2 throughput o

Connection 1 throughput ¢
Eventually the two connections fluctuate along equal bandwidth line

TCPvs. UDP

* Whentouse TCP
— Need reliable network service
— Want flow, congestion control

* When to use UDP
— Don't want overhead of TCP

— Don't want congestion control! |.e. we don’'t want to be
“fair”
* Multimedia apps
» Don't want datarate throttled, but ironically this can lead to unfair
transmission rate and could actually bring all traffic to a halt

» Could aso be unfair using TCP by opening multiple parallel
connections (often done with web data)
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